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Whence PII…
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Data Privacy Lifecycle - Collection

• Privacy Statements

• Fair and Lawful Collection and 

Processing
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Data Privacy Lifecycle – At Rest

• Retention and Disposal

• Accuracy

• Notification Triggers
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Data Privacy Lifecycle – Sharing

• Complaints and Appeals

• Third Parties/Data Sharing

• Consent to New Purposes
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Data Privacy Management Process

Governance
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Govern…

• Define expectations

• Grant Power

• Verify Performance
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Finding that data…
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Classify
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Assessing Privacy Risk Using FAIR

BRAG

1. ID Scenario

2. LEF

3. PLM

4. Calc
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The Scenario…Asset

The Credit Card Database

PCI CHD Environment
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The Scenario…Threat (Tcom)

• Internal

‣ Privileged

- Technical

- Non-Technical

‣ Non-Privileged

- Technical

- Non-Technical

• External

‣ Professional

- Technical

- Non Technical

‣ Amateur

‣ Malware
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Risk = LEF * PLM
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What is our risk?
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If I buy this…
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Questions?


