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Data Privacy Lifecycle - Collection

Name Value
MName |
e Vale

|7 Owver 6 feet tall
|7 Owver 200 pounds

. _Ectermyinformation |
* Privacy Statements

 Fair and Lawful Collection and
Processing
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Data Privacy Lifecycle — At Rest

« Retention and Disposal
e Accuracy

* Notification Triggers
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Data Privacy Lifecycle — Sharing

Cs

 Complaints and Appeals
* Third Parties/Data Sharing

 Consent to New Purposes
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Data Privacy Management Process

Governance
Copyright (c) 2008 Risk Management Insight LLC rm‘

All rights reserved



copynght www. ramin com.au 2007

* Define expectations
* Grant Power

* Verify Performance
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Finding that data...

RSA® Data Loss Prevention Suite
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Classify

THE GEORGE
WASHINGTON
I UNIVERSITY

WASHINGTON DC

Responsible University Official:
Chief Information Officer
Responsible Office: Information
Systems and Services

Origination Date: April 12, 2004

DATA CLASSIFICATION SECURITY POLICY
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Factor Analysis of
Information Risk (FAIR)
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Assessing Privacy Risk Using FAIR
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The Scenario...Asset
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The Scenario...Threat (Tcom)

* |nternal
» Privileged
- Technical
- Non-Technical
> Non-Privileged
- Technical
- Non-Technical
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»  Professional
- Technical
- Non Technical
»  Amateur
»  Malware
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Risk = LEF * PLM

FAIRLite v3.0

Loss Event Frequency

|

Primary

Secondary
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What 1s our risk?

Primary Minimum Average
LEF (yr)

Primary |
Secondary HW

510,000
51,000

§100
0.01 010 1.00 10.00 100.00  1000.00
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If | buy this...

SRIVACY .

3 conference at new sc universitt
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Questions?
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